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The data clock is ticking

New regulations and increases in both
data, and data breaches, have provided IT
decision makers and records managers
with the perfect reason to get a watertight
records management policy in place. It is
thought that by 2020 this opportunity may
have gone.
And in a future where social media data is
regarded as a record, the internet has left
everyone drowning in information.
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Across all sectors, IT decision makers and
Records Managers are facing a huge challenge as
they get to grips with information management in
the modern world.
A Crown Records Management Survey of UKI
businesses, with over 200 employees, has revealed
worrying evidence that businesses are not ready
to securely store and manage this level of data.
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Key findings from the survey:

55% do not have a policy in place for email
data retention

60% do not regularly review what data is
stored in the cloud or on-site

58% do not audit their paper-based data regularly
or destroy documents they no longer require

64% do not filter what goes into the cloud

76% do not have systems that enable them to differentiate
between a record that must be retained and other data

Don’t let it become too late
These results suggest businesses still aren’t
wising up to the importance of basic records
management principles despite the high level of
publicity for breaches at the likes of TalkTalk and
Carphone Warehouse.

It’s not a big surprise (in fact it’s easy to believe)
that nothing has really changed in 20 years. It’s the
same today as it was then with businesses taking
the ‘it probably won’t happen to me’ attitude. But
the problem now is that there is so much more
data to deal with – and many more opportunities
for human error or criminal attack.
The consequences are greater. There is more at
stake.
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Fines and loss of reputation
Huge fines will be levied for data breaches when
the EU General Data Protection Regulation comes
into force in 2017 or 2018. In spite of significant
opposition from some quarters, the figure
currently stands at 2% of global turnover – which
may well be the spark that sees big business take
information management more seriously.
But perhaps more significantly is the reputational
damage that such breaches bring in the modern
world. The media is increasingly obsessed with
reporting data breaches – it’s a subject that makes
good headlines. TalkTalk, Carphone Warehouse
and the Ashley Madison dating website bear
witness to that.
There will soon be a time when a company’s data
breach history is the difference between winning
and losing new business. During a tender process
organisations will be asked if they have experience
a data breach and how they protect data – just like
they are now asked about health and safety, CSR
or green credentials.

From a consumer’s point of view, the millennial
generation will almost certainly make buying
decisions based on the reputation of a business in
terms of inadvertent disclosures. They will want to
know how good organisations will be at managing
their personal data.
And businesses should be asking themselves the
same question. It’s clear that we are in the middle
of a data explosion – the more data you store the
bigger the risk of a data breach.
So, let’s have a look at one of those key stats
again. Three-quarters of companies don’t have
a system to differentiate between a record
and other data – and two-thirds do not filter
what goes into the cloud. Imagine how much
unnecessary data these businesses could be
hosting in future.
It is time for businesses to respond. The window
won’t be open forever.
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The big picture across all sectors

What will make people finally change
their attitude to information management
– and when will it happen? These are
questions we hear time and time again.
It would be wonderful to give a positive answer
– to say a new era is around the corner in which
data is valued, treasured and protected as an asset.
But it’s difficult to be so confident, especially when
you look at the results of the Crown Records
Management Survey which looked at a variety of
sectors.
Perhaps it’s time for a change of emphasis by
moving away from the ‘big stick’ of fines and scare
stories and to think about the responsibilities and
the advantages of looking after data properly.

The bottom line seems to be that people think it
will never happen to them. Or maybe they’re just
not worried.
Who’s heard of someone losing their job because
of a data breach, for instance? You would think
at the very least it was the starting point for a
disciplinary process; but has anyone ever seen a
headline about an executive losing their job after a
data breach took place on their watch?
These details should be part of employment
contracts and should be part of disciplinary
processes. It should be clear to everyone in the
business that data matters – and that breaches are
unacceptable.

There is plenty of anecdotal evidence that shows
businesses can still be blasé about data breaches.
In the past, people took notice when there was
a really big data breach or a huge issue on the
front pages – one that led to reputational damage
or loss of business. Then they would run around
and say ‘I’m scared, let’s do something’. Is this still
the case? Some high-profile breaches happened in
2015 – but has anything really changed?
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What happened to records officers?

Hackers are out there – but don’t
underestimate human error
What businesses need to remember is that
despite stories of hackers and criminality, which
are clearly a huge concern, human error remains
the biggest problem in data management.
Up to 80% of data breaches start this way – with
mistakes that could be avoided by better staff
training and clearer procedures.

One of the worrying trends of recent times
has been the disappearance of records officers.
They are still common in sectors such as
pharmaceutical, the NHS, heavy industry and
engineering – but in many other sectors they are a
dying breed.
It is interesting that our survey generally found
sectors that still employ an information/records
management officer performs best and are more
acutely aware of their data’s value and of privacy
issues.
Perhaps once the EU Data Protection Regulations
comes in and mandates Data Protection Officers, a
new requirement for many companies. Whatever
happens it’s going to be tough persuading people
to adjust that quickly to a mindset that data
breaches are simply not acceptable.
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A significant part of the problem is the sheer
volume of data being handled and a lack of
understanding about what needs to be kept and
what can be deleted.
This doesn’t need to be difficult. In the old days
we used to have a big records retention guide, a
long list of what records you had and how long
you were meant to keep them. It sounds boring
and dull but it’s vital because data breaches almost
always come down to human beings. You can have
all the processes in the world, and all the audits
you like, but if people do not adhere to those
retention policies and the rules then it doesn’t end
well.
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Comparing sectors
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A survey by Crown Records Management
and Censuswide revealed the huge
differences in how data is managed
across sectors. The survey was
completed by senior IT decision makers
in companies with more than 200
employees.

•

A worrying 70% in the legal sector fail to
review what data is stored in the cloud or on
the premises.

•

A quarter of companies in retail keep all data
‘just in case’ – just 8% in insurance take that
attitude.

•

A quarter of respondents in the pharmaceutical
sector alarmingly said they were ‘not confident’
they knew how long they were legally obliged
to keep data. In banking the figure was just 3%.

•

However, 15% in banking admitted they ‘didn’t
know’ how long it would take to find a paper
document.

Some highlights include:
•

Only 18% in facilities management have a
policy in place for email data retention –
compared to 65% in insurance and 56% in the
pharmaceutical sector.

•

70% of respondents in the retail sector don’t
filter what is put into the cloud.

•

An alarming 96% in the legal sector say their
systems don’t allow them to differentiate
between a record (data that must be retained)
and other data. Whereas the pharmaceutical
sector is better organised with 36% using a
system.
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What’s the verdict?
These statistics indicate sectors primarily
with transactional data rather than permanent
documents tend to take less care once the data is
no longer of interest or use to them.
Sectors such as, engineering and pharmaceutical
take more care because their data is more
permanent – it is the lifeblood of their business.
They know that in 25 years they will still need to
access it and there could be billions of pounds
at stake, if for instance, a drug has been proved
not to work. The consequences of not having
immediate accurate access to data are huge – so
they are meticulous.
The results for the Facilities Management sector
are strange, perhaps because it is a relatively
young sector of only 20 to 30 years.
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By contrast, poor results in the legal sector should
be a concern. It shows they are often sloppy with
data once it is no longer making them money.
When a case is live and every time a knowledge
worker touches the file it generates revenue, then
the attitude is different. Once it is no longer live
– and no longer billable – it’s forgotten about and
mistreated. There is an assumption that admin is
looking after it and filing it. But if you try and find
those files years later, you might find that this is
not the case.

The timescale of data in these
industries can be summarised as:
•

When it’s live: it’s all about revenue

•

When it’s no longer live: it’s all about cost

•

When it needs to be retrieved: it can become
a problem if the right level of care is not taken
at the retention decision making stage
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How to grasp the opportunity

For anyone hoping to win the battle
against data breaches, the window of
opportunity is closing. There is no time for
procrastination.

The current generation, Generation Y, is just
starting to realise how powerful their digital
footprint can be, for good or bad. Already it can
follow you for a very long time and have a huge
effect on your life.
Inevitably they will become even more aware of
this over the coming years. They will be savvy
about the power of data – and they will demand
more control. The demand for altering and
deleting personal data is only going to grow.
EU General Data Regulation fines will also have a
huge impact, another significant factor in reducing
the amount of time businesses have available to
get their data house in order.

The best way to prepare for survival will vary by
sector, each will have different attitudes. But, the
bottom line is, we should look after data all the
time and not just when it generates income.
In 2016, businesses should know exactly what
data they have and where it is. They’ll certainly
need a retention policy in place to determine what
information to keep or destroy.
In fact, data retention policies are going to be
more important than ever because holding on to
unnecessary data could end up costing a lot of
money in the long-term.

It’s clear the regulators will want to come down
hard on the first few companies that breach the
regulations when they eventually arrive, most
likely in 2018. They will want to show it’s not all
hot air and bureaucracy. They will want to jolt
people into action.
Currently, people don’t really understand the
danger. But there’s no doubt someone is going to
find themselves with a heavy fine pretty soon after
the Regulation comes in. So we need to learn to
treat records differently – and as soon as possible.
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Want to get your records
management policies in order
before it’s too late? Here are our top
tips:
•

•

•

•

•
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Data Management – Managing data
effectively begins with knowing what data you
have and then establishing a robust, compliant
and well-implemented retention schedule. This
is a good place to start.
Devise a process – Globalization, social
media, increased digital processes and greater
interaction with customers are feeding the
growth of data. So the task of managing
data is only going to become more difficult.
Acting now can help you take control. If you
don’t have one already, consider appointing a
Records Manager or Data Protection Officer.
Audit your data – Don’t be overwhelmed
by the problem; not knowing where to start is
not an excuse not to start. Instead, approach
the task in bite-sized chunks, document type by
document type or department by department.
Data Management policy – Make the
application of your information management
schedule part of your employee induction
programme and part of your disciplinary
process. This will clearly state how important
keeping data safe is to the company. Embed
records management into your day to day
business, ensuring there is Board-level buy-in.
Staff training and engagement – Conduct
regular staff training and updates; a persistent
reminder of the importance of data is an
effective guard against human error.

•

Review your retention strategy –
Remember, a retention schedule is not a tick
box or a static solution – it evolves and should
be reviewed periodically to take into account
changing legislation and court decisions. All
data in whatever format should be subject
to retention schedule review – today’s
transactional data is tomorrow’s vital record.

•

EU General Data Protection Regulation
– With the EU General Data Protection
Regulation on the way, pay particular attention
to retention schedules for personal data –
there will be an increasing need to know
where personal data is, how you access it, how
you can prove you can correct it or delete
it, and have permission to use it for certain
purposes.

•

Future proof your organisation – Futureproof the line of business systems you have
from an information management perspective.
In the future all data processes and datarelated systems will need to have in-built
privacy by design.

•

Data accessibility – Consider how easy your
data is to access. If you want to improve access
to physical data (paper) one way of doing it is
by scanning the hard copy and hosting it via an
online application whereby users can access
the data from any web-enabled device 24-7.

•

Data compliance – Data retention is often
viewed as being all about compliance, risk
management and avoiding fines. But the real
challenge is to look at data management not
in terms of business cost or business risk, but
as a business opportunity. In future companies
with a good record of handling personal data
will be more attractive to consumers; it may
well become one of the most important ways
they compare businesses.
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CONCLUSION

Previous scare tactics, employed by organisations
to jolt people into action in the fight against data
breaches, are beginning to wear thin. They just
doesn’t work for a modern audience. But all
the evidence right now indicates there may be
only a three-to-five-year window of opportunity
remaining – one last chance to attack the problem.
It’s no good trotting out horror stories and
screaming about companies that have been hacked
to try and force people into change – as we’ve
seen before they tend to think it won’t happen to
them. The problem is this window of opportunity
is short. There will come a time when it’s too
late and you’ve been left behind. Companies need
to take advantage and put themselves in a strong
position – and understand the benefits of doing so.

At some point records management, managing
data retention and avoiding data breaches is going
to get even tougher than it is already.
Businesses need to think now about protecting
their brand, about how data affects customer
experience and about how data needs to be
continuously monitored. Realising the value of data
in the modern world is what really matters.

This article was authored by Mike Dunleavy, Head of Customer Experience at Crown Records Management.
If you have any questions regarding this article, or would like to find out more about other services
provided by Crown Records Management, please contact Mike at mdunleavy@crownww.com
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